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First and foremost!

More bla bla bla before raffle and drinks; let’s have fun!
V4 -
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About Alain Casault (That’s me!)

* Electrical Engineering

* QOver 25 years of experience
— MikroTik (MTCNA, MTCRE, MTCWE)
— Cisco (CCNA, CCDA)
— Microsoft & Linux / UNIX

e Author of MikroTik’s latest update of MTCNA course material (about
2011)

 CSPE’s CTO (and maintenance engineer, i.e. janitor, handyman)
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About CSPE (That’s my company!)

* Centre de Services Professionnels en Education
— Operating since 2014
— Learning centre
* “Young ones” division ( )
— Helping kids and adults with learning disabilities
e Telecommunications division ( )

— MikroTik and general telco training
— MikroTik consulting
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https://educationhmo.com/
https://alaincasault.com/

Presentation objective

 Demonstrate three CAPsMAN (Controlled Access Points System
Manager) configurations

Quick and dirty definition : Centralized controller that manages
the APs that are attached to it
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INTRODUCTION
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Why CAPSMAN?

* In the old days

— As many configurations to maintain as there are APs
— As many (ROS / Firmware) upgrades as there are APs Bunch of APs
— Clients management / stats spread across APs -

— Maybe walk around the site for configuration
changes
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Why CAPSMAN?

* In the modern days

— Centralized configuration, amount of APs is

irrelevant Bunch of CAPs

* Everything is on the CAPsMAN!
* Template style configuration

— Centralized client management

— Automatic ROS upgrades (If so configured)

* Nothing (so far) for firmware

— Fast & simple: Stay behind your keyboard to
make changes and manage clients

* (Efficient=pay raise... maybe)
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Three scenarios

* Layer 2 campus

* Home / Branch office
— L3, CAPsMAN forwarding

* Managed clients

— Local forwarding (L3)

CAPsMAN scenarios
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Demonstration setup

.-------------------------------------------------------------.
b H.O. / Campus () ]
: ~ iR '
(]
] ]
. Internet \ ;
: ~(2%) @ jeuank
‘ 10 CAPsMAN FWD (]
' N\ Loopback: 10.10.1.2 .
[} L2TP Server: 192.168.255.1 (]
: CAPsMAN CAP1 (]
‘ ” '
.---------------------
LT ' Haqgpe / remote office ¢

]
‘ '
[] ]
] ]
2 S 0
- .)- LY : (K 172;\6/;)'.2/21 :
(] g CAPsMAN FWD (]
[ ] (]
] ]

“ < Internet Sim.: 10.0.0.0/24

IS Haqsted services client
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‘\
‘\

192.168.0.0/21
Layer 3
Local FWD

1
CAP3
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LAYER 2, CAPSMAN FORWARDING
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Layer 2, CAPsMAN forwarding

* Most standard setup

 Same building or campus, as long as it’s the same layer 2

0

network ‘ - 0./ Campus b ‘
(]

. A :

[ ] 0

: Internet : :

' T 172.16£.0 21 '

: 10 g CAP:AXANZFWD :

0 9 Loopback: 10.10.1.2 0

] L2TP Server: 192.168.255.1 ]

: CAPsMAN CAP1 ]

o\ :

— No IP configuration on the CAP
— Port on CAPsMAN can be blank (no IP or bridge)
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Layer 2, CAPsMAN forwarding
.
* Configuration steps — CAPsMAN
— Rates
— Access-list (optional)
— Security
— Channels

— Configuration

— Provisioning

M CAP Inteface Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List Bates | Remote CAP  Radio  Registration Table
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Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

— Rates The allowed “basic” and

“supported” rates.

“Suggestion, consult CWNP.COM
for tips on basic / supported
rates”
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CAPsMAN (Rates)

CAFP Inteface  Provisioning Configurations Channels Datapaths Securty Cfg.  Access List Rates | Remote CAP  Radio

g = O] T
MName Basic Fates Supported Rates HT Basic MCS HT Supported MCS WHT
Rates-CSPE 24Mbps 24Mbps 36Mbps 48M... 3 3456789101112
Mame: |REG=aR=Ig= oK
4.~ Basic Rates Cancel
Basic Rates: 1Mbps Z2Mbps 5 5Mbps 11Mbps EMbps SMbps
12Mbps 18Mbps |+ 24Mbps 36Mbps 48Mbps 5dMbps Apply
- Supported Rates
Supported Rates: || 1Mbps 2Mbps 55Mbps [ | 11Mbps [ | 6Mbps SMbps Lo
12Mbps 18Mbps v 24Mbps | 36Mbps  |v| 48Mbps  |v| 54Mbps Copy
.~ HT Basic MC5
HT BasicMcS: [J0 (1 [J2 M3 [J4 [I5 e
6 7 g 5 10 11
12 13 14 15 16 17
18 15 20 21 22 23
- HT Supported MCS
HT Supported MCS5: 0 1 2 »3 [(+4 [+5
wiG w7 w8 w5 w10 w1
v 12 (v 13 (w14 (w15 [« 16 [+ 17
v 18 (v 19 v 20 w21 [w 22 |w) 23
1t 4.~ WHT Basic MCS
WHT Basic MCS: - =
- WHT Supparted MCS
© 2019 Alain Casault (v1) VHT Supported MCS: v




Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

Rules by which wireless
— Access-list (optional) clients are accepted.

“l use it to quickly identify
clients”
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CAPsMAN (Access-list (optional))

CAPsMAN

CAP Inteface Provisioning Corfigurations Channels Datapaths  Securty Cfg.  Access List | Rates F
+ T
# | |MAC Address MALC Mask Interface Signal Ra... | Action Cliert To

ii» ===Alain cell phong===

0 00:57:C1.CF:6D:E2

i " Default action™

L. -75..0 accept

CAP Inteface Provisioning Configurations Channels Datapaths Securty Cfg.  Access Lit Rates FRemote CAP  Radic Registration Table

| | CAPs Scanner

Interface 5510 MAC Address EAP |dentity T Bale Rx Rate T S
;i: ===Mlain cell phone===
CAFT- CSPE 00:57.C1.CFBD.E2 130Mbps-20MHz/25... 144 4Mbps-20MHz/25/5G
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Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

Authentication, encryption,
PSKs, etc.

— Security

© 2019 Alain Casault (v1) CSPE




CAPsMAN (Security)

CAP Inteface  Provisioning Corfigurations Channels Datapaths Secunty Cfg. | Access List Rates Remote CAP  Radio
=] @] [T
Mame Authentication Type | Encryption Group Encryption | Group Key Update | Passphrase
CSPEGuest WPAZ PSK 888 CCm des ccm wpaZ-guest
CSPE-Home WPAZ PSK 8Es Ccom des com wpaZ-home
Mothing WPAZ P5SK dEs CCm dEes CCm yayat DDEN 2RV iz
MName: ||{l«iylyls oK
Authentication Type: || WPAPSK [« WPAZ PSK WPA EAP WPAZEAP & Cancel
Encryption: [+ aes ccm tkip - Apply
Group Encryption: |aes ccm ¥ | Commert
Group Key Update: b T o
Passphrase: |ydyatDDE!NZFVF Iz X . Remove
Disable PMKID: -
EAP Methods: -
EAP Radius Accounting: -
TLS Mode: w
TLS Certificate: b
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Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

The channels to use. For
802.11n in North America,
stick with 1,6 and 11

— Channels

© 2019 Alain Casault (v1) CSPE




CAPsMAN (Channels)

CAPsMAN
CAP Interfface Provisioning Corfigurations Channels | Datapaths Securty Cfg. Access List Rates Remote CAP Radic  Registration Tat
ots T
Mame Frequency Secondary Frequency |Control Channel Width |Band dtersion Channel | Tx Power
channel-1 2412 20Mhz Zghz-onhyn disabled 11
channel-b 2437 20Mhz Zghz-onhyn 11
channel-11 2462 20Mhz Zghz-onhyn 11
channel-36 51380 20Mhz hghz-onlyac 15
channel-40 5200 20Mhz hghz-onlyac 15
channel-44 5200 20Mhz hghz-onlyac 15
channel-145 5745 20Mhz hghz-onlyac 15

=====]EV=====

channels{ous-ac 5180, 5200, 5220, 5745 20Mhz hghz-onlyac disabled 1
channels{ousn 2412, 2437, 2462 20Mhz Zghz-onlyn disabled 1

© 2019 Alain Casault (v1) CSPE



Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

A “configuration” object holds the
parameters that can be assigned

to CAPs (Kinda like a BSS’s
template).

Rates

SSID:
Wireless

— Configuration

Datapath
| Se"curity'

<))
o0
e
e
(a8

Sl S a s
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CAPsMAN

CAP Interface | Provisioning Configurations | Channels

CAPsMAN (Configuration)

Datapaths

Security Cfg.  Access List Rates Remote CAP | Radio Registration Table

= | T
Mame 551D Country Install... |Channel Frequency |Secondary Freque...|Band Tx Power |Rate Datapath Bridge WLAN Mo... |VLAN ID | Security

i =====H0G5=====
Bidon-Corpo-ac.cfg CSPE-blank united states3 channelstous-ac Rates-CSPE Mathing
Bidon-Compon.cfg CSPEDlank united states3 channelstousn RatesLSPE Nothing

i =====Lpocal CSPE (EMPLOYE)}=====
CSPE-empl-1.cfg CSPE united states3 channel-1 Rates-C5PE BR-VLANT02 CSPE-Home
CSPE-empl-6.cfg CSPE united states3 channel-6 Rates-CSPE BR-VLAN102 CSPE-Home
CSPE-empl-11.cfg CSPE united states3 channel-11 Rates-CSPE BR-VLAN102 CSPE-Home
CSPE-empl-36.cfg CSPE united states3 channel-36 RatesL5FPE BR-VLANT0Z CSPE-Home
CSPE-empl-40.cfg CSPE united states3 channel-40 Rates-CSPE BR-VLANTDZ2 CSPE-Home
CSPE-empl-44 cfg CSPE united states3 channel-44 Rates-LSPE BR-VLAN102 CSPE-Home
CSPE-empl-149.cfg CSPE united states3 channel-149 Rates-CSFE BR-VLAN102 CSPE-Home

i =====Local CSPE (GUEST}=====
CSPE-guest-1.cfg CS5PEguest united states3 channel-1 Rates-CSPE BR-VLANIO7 CSPE4Guest
CSPE-guest-6.cfg CS5PEguest united states3 channel-6 Rates-ZSPE BR-VLANI07 CSPE{Guest
CSPE-guest-11.cfg CSPE-guest united states3 channel-11 Rates-CSPE BR-VLANTDTV CSPE-Guest

26 items (1 selected)

© 2019 Alain Casault (v1)
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Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

A rule containing 1 or many “configurations” that is
assigned to a CAP’s interface (identified by it’s MAC).
The CAP’s interface will also be dynamically assigned
a local identifier. A provisioning rule is a fully
configured Wi-Fi interface.

Name
. format |

{I.IF
s
)
(V)]
o |

— Provisioning

configs?

More Wi-Fi

© 2019 Alain Casault (v1)



Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

— Provisioning

© 2019 Alain Casault (v1)

Suggestion : Always end this list with provisioning
rules that will assign a new CAP a bogus (and non-
dangerous) configuration

CAPsMAN
CAP Inteface  Provisioning | Corfigurations  Channels Datapaths Securty Cfg. | Access List  Rates  Remote CAP | Radio  Registration Table

3 il ¢
# | |Radio MAC |dentity Regexp |Common Nam... | Action Master Corfiguration Slave Configuration Mame Format
. CAP1
© 0 D0:OC42ERDIF3 create dynamic enabled CSPE-empl-1.cfg identity
.. CAP2
1 D4.CAGD:B4:BF4F create dynamic enabled CSPE-guest-11.cfg idertity
i CAPI1In
2 BC:3B:6B:.86.AB:AF create dynamic enabled Maisonfam-6.cfg Maison-guest-6.cfg identity
o CAP3-11ac
3 6CIB.ER-86:.AB:AE create dynamic enabled Maisonfam-36.cfg Maison-guest-36.cfg identity
. ==Default==
4 00:00:00:00:00:00 create disabled Bidon-Compo-n.cfg prefix identity
5 00:00:00:00:00:00 create disabled Bidon-Compo-ac.cfg prefix identity

CSPE 25



+ ==
H Radio MAC

0 E4:8D:8C:44:21:F8
o HMODZR4-bureau Al
1 E4:8D:8C.44:21:F7
i ====HMO02ZR08-=alle
2 G&C:3B:6B:55:07.43
s HMOODZR08-salle d'atty
3 GC:3B:6B:B5:07.42
i ====HMO0ZR 10-bure
4 E4:80:3C.44:2D:43
s HMODZR 1 0Hbureau H
5 E4:8D:8C-44-2D-.42
- ==Default==
0000000 00:D0:

UL UL UL UL UYL g

8 tems (1 selected)

v % O T

CAPsMAN (Provisioning)

|dertity Regexp | Common Mam... |Action
i ====HMO0ZR04-bureau AC {11n) [canaux 117 et 44)

Radio MAC:

Hw. Supported Modes:
|dertity Regexp:
Common Mame Begexp:
|P Address Fanges:

D Action:

Master Configuration:
Slave Configuration:

Mame Format:

Mame Prefix:

enabled

create disabled

Bidon-Compo-.cfg

prefix identity

TEMP

*|

Master Car

L1

*|

*

*

© 2019 Alain Casault (v1)

Reselect Channel

Provisioning Corfigurations Channels Datapaths Securty Cfg. Access List

Manager AlA

Type MTU Actual MTU |LZ MTU
CAP Interface 1500 1500 1600

4 CAPS-HMODZR04-1- ; n oo o
ENW NI Vol vl BB [nterface <TEMP-CAPfest-1>

CAF Interface

= v % O T
MName

DSMB  4BCAPS-HMOD2R04-1

DRSE

D5SE

DSMB  4pCAPS-HMOOZRD4-2

DSE 4B CAPS-HMOD2R04-2-1

DSB B CAPS-HMO0ZR04-2-]

DSMEB  -CAPS-HMOO2ZR0E1

DSB B CAPS-HMO0ZR08-1-]

DSMEB  -CAPS-HMOOZR0E-2

DSH B CAPS-HMO02R08-2-]

DRSME <-CAPS-HMOOZR10:1

DSE G CAPS-HMO0ZR10-1-]

DSE $CAPS-HMO02R 10-1-1

DRSME 4CAPS-HMO02R10-2
PCAPS-HMODZR 10-2-1

DsH

“

17 items out of 40 (1 selected)

General |Wireless Channel Rates Datapath Security
CE A TEMP-CAP4est-1
Type: |CAP Interface
MTU: | 1500
Actual MTL:
L2 MTU:
MAC Address: |E4:80:.8C:95:83:04
ARP: |enabled
ARP Timeout:

Radio MAC

Radio Name:

Master Intefface: |none



Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

Why bogus configurations?
With bogus CAP interfaces, you can do an exit
survey if you enable them. With the weird and hard

to guess password (and no bridge attached), it’s not
a security issue!

— Provisioning

© 2019 Alain Casault (v1) CSPE



Layer 2, CAPsMAN forwarding

* Configuration steps — CAPsMAN

CAP Interf . s :
Ena ble CA PsMAN ermace | Provisioning Configurations Channels Datapaths Sec

e = v | | Reselect Channel || Manager
Mame Type MTU Actual M
CAPs Manager Of x|
v|: Enabled 0K
Cerificate: b Cancel
. -
CA Cerificate: Aoply
Require Peer Certfficate
Interfaces

Generated Cerificate:

izenerated CA Cerificate:

Fackage Path:

*l

ipgrade Policy: |none

— Manager
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Layer 2, CAPsMAN forwarding
e Configuration steps — CAP
— Give it a name (system identity) and Ptouch it!

— CAP setup
* Enable it

* Specify the wireless interfaces that will be used on the CAPs

» Specify discovery interface

— RoMON (with password) would be a good idea in case of problems

© 2019 Alain Casault (v1) CSPE



CAP

L alain@00:0C:42:E5:0%:EE (CAP1) via 10.10.1.2 - WinBox v6.44.3 on RE7T51U-2HnD (mipshe)

Session  Settings Dashboard

K || Safe Mode Session:| 00:0C:42:E5:03:EE

Jaj Guick Set
T CAPsMAN
9 Interfaces WiFi Intefaces | WE0G Station  Mstreme Dual  Access List  Registration  Conn
1 Wirgless L A T CAP WPS Client Setup Repeat:
®2 PPP v Enabled ;
= Switch nterfaces: |wisn7
R Certificate; \none _—
=1 P Apply
==
Digcovery Int2A . |etherl
MPLS
& Routing
System CAPsMAN Addresses: -
& Queues CAPSMAN Names: =
Files
CAPsMAN Certfficate Common Names: -
Log
| o RADIUS Bridge: |none *
| L] Static Virtual B
. A Tools
: ﬂo:} 3| Mew Teminal Requested Certificate:
B £5 MetaROUTER Locked CAPsMAN Common Name:
e -?__— Partition
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Layer 2, CAPsMAN forwarding

Speedtest o =
p Overall Stats Rx Stats Tw Stats  Status  Traffic |

| oK |
Tw/Rx Rate: |58.7 Mbps /12,0 Mbps | Cancel |
C ! P i nte rfa CeS Tx/Rx Packet Rate: |9384p/s /2646 p/s ‘ Aoply |
FP Tw/Rx Rate: 53.7 Mbps /2.0 Mbps ‘ Disable |
FP Ti/Fx Packet Rate: |9384 p/s /2646 p/s ‘ Comment |
To/Rx Bytes: |171.2 MiB /(30,9 MiB ‘ Torch |
Tw/Rx Packete: |232 725 /224 083 ‘ Cable Test |
Tx/Rx Drops: |0 /|0 ‘ Blink |
T/Rx Emrore: [0 /o | Reset MAC Address |
‘ Reset Counters |
I Tx: 58.7 Mbps
MR 2.0 Mbps |
Il T Packet: 5384 p/s
B Rx Packet: 2646/ ll | ' "
enabled Tunring lirk: ok
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LAYER 3, CAPSMAN FORWARDING (REMOTE
CAP)

© 2019 Alain Casault (v1) CSPE I* I



Layer 3, CAPsMAN forwarding (remote CAP)

e Same setup, minor differences

e Remote CAPs use an IP address instead of multicast traffic to
reach CAPsMAN

* Home workers and remote office workers use the same
parameters for their wireless devices for true mobility

 Same corporate network access rules are applied to all as if
they were located in the H.O.

© 2019 Alain Casault (v1) CSPE



Layer 3, CAPsMAN forwarding (remote CAP)

* CAP is on different [==-==-=-=-=r==-mrmrm oo e :
s _ H.O. / Campus () ;

0 0

subnet L~ Al /1\ ]
E Internet \@ 172.16.0.0/21 E

: 18 1 CAP:I?I:/:Ir\IZFWD :

. \ ! Loopback: 10.10.1.2 .

(] L2TP Server: 192.168.255.1 0

: CAPsMAN CAP1 :

..------------------ .----------------------------------------.‘

i Hoppe / remote office !

; :

0 (]

: (]

g 1 }R 172;&(:(3)/21 E

[ CAPsMAN FWD (]

0 0

0 0

Internet /| internet sim.: 10.0.0.0/24
Private L3 links
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Layer 3, CAPsMAN forwarding (remote CAP)

* CAPsMAN
— Provisioning rule for the remote CAP, THAT’S IT!

© 2019 Alain Casault (v1) CSPE




Layer 3, CAPsMAN forwarding (remote CAP)

* Configuration steps — CAP

— Give it a name (system identity) and Ptouch it!

— CAP
 Enable CAP

* Specify the wireless interfaces that will be CAPs

» Specify CAPsMAN IP address instead of discovery interface
— RoMON (with password) would be a good idea in case of problems
— DHCP-client on an Ethernet interface

* With default route
— Create L2TP tunnel to H.O.

© 2019 Alain Casault (v1) CSPE



& alain@D4: CABD:B4BF44 (CAP2) via 10.10.1.2 - WinBox v6.44.3 on RE331-2n (ripshe)

Seszion  Settings  Dashboard

K| Safe Mode Session: | D4:CA:6D:B4:BF 4A Uptime:|2d 06:40:20 CPU:{3% B

Aa Quick Set @E
i Interfaces Iritest - it 7 F | & o
o erfaces: |min] - e i
1 Wireless —
) Certificate: |none ¥ Aool Address Metwork Interface -
i 1 Bridge i) D 5710.0.0.254/24 10.0.0.0 ether]
& PPP Discovery Interfaces: - D 5°192.168.255.254 192.168.255.1  [Zp-outl
s Syitch Lock To CAPsMAN
-
“lo Mesh CAPsMAN Addresses: |192.168.255.1 =
23 IP
== CAPsMAN MNames: - o
MPLS 2items
. CAPsMAN Certificate Comman Names: -
4. Routing
e Bridge: |none ¥
& Cusues Static Virtual
(=] Files Requested Certfficate: (O[]
Sy Locked CAPsMAN Common Mame: . L2TP Secrets
AL RADIUS
= L i T FFF Scanner FFTF Server S5TP Server LZTP Server || OVPMN Server PPPoE Scan
Tools
- B Name Type Actual MTU [L2 MTU [T Rx Tx Packet [p/s)  |Rx Pack*
c% | New Teminal R e#l2poutl L2TP Cliert 1450 Dbps 0bps 0
[ =5 MetaROUTER
E_;: 'ﬁ_— Partition
*é]l = Make Supout rif
= & Manual
g W
= &9 New WinBox * »
ke I e 1tem out of 7

- “



Layer 3, CAPsMAN forwarding (remote CAP)

S d oface dZpod’> =] O[]
p e e te St General DialOut Status Traffic ! Overall State  Rx Stats  Tx Stats  Status  Traffic | oK |
Tx/Re Rate: |0bps #|0bps Tx/Rx Rate: |98.1kbps #|15.1 kbps | Cancel |
CAP i nte rfa Ces Tx/Rx Packet Rate: |0p/s /0pss Tx/Rx Packet Rate: |13p/s /[13p/ss | Aoy |
FF Tx/Rx Rate: |Obps /|0 bps : FP Tx/Rx Rate: |98.1 kbps /|15.1 kbps | Disable |
FP Tu/Rx Packet Rate: [0p/s /0pse FP Tw/Rx Packet Rate: |13p/s /[13pss | Comment |
To/Rx Bytes: |50.1 MiB /[123 M T/Rx Bytes: |112.8 MiB /(25,4 MiB | Torch |
T/Rx Packets: |101 775 /142085 T/Rx Packets: |175 174 /125523 | Cable Test |
T/R Drops: | 196 /[0 Ti/Rx Drops: |0 /lo | Blink |
Te/Re Emors: |0 /|0 /R Erors: |0 /[0 | Reset MAC Address |
| Reset Counters |
BT Obps B
BT 58.1kbps
R Obps .
=l W s ) )
Il T Packst: Opse
Bl R Packet: 0p/s ||“ |“|| il T Packet: 13p/s
-- [ I3 F'aEket: 13p/s ”“ |||“"
enabled running Status: connected
enabled unning lirbe @b
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LAYER 3, LOCAL FORWARDING (REMOTE CAP)
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Layer 3, Local forwarding (remote CAP)

* More elaborate setup
e Remote CAPs use an IP address to reach CAPsMAN

© 2019 Alain Casault (v1) CSPE




Layer 3, Local forwarding (remote CAP)

* Good setup for managed services but :

— Wireless parameters must vary per client (5S/D & Security)

e Client traffic is left on the LOCAL network

— CAPsMAN never sees client traffic

© 2019 Alain Casault (v1) CSPE




Layer 3, Local forwarding (remote CAP)

e CAP is on different
subnet

© 2019 Alain Casault (v1)



Layer 3, Local forwarding (remote CAP)

* Keep in mind that this router is your client’s home router, not
just a CAP

e Configuration steps — CAP

— Full layer 3 configuration, including :
* All bridges and VLANSs (/ use software VLANS)
 |P addresses (bridges & WAN port)
* A default gateway for Internet access

* Firewall filters

© 2019 Alain Casault (v1) CSPE



Layer 3, Local forwarding (remote CAP)

* CAPsMAN

— “Configuration” rules and one “Security” profile for each client
e Config rules : Channels (up to 3 x802.11n, 4 x 802.11ac) + SSID

* Copy and modify existing ones
— One “Provisioning” rule per client CAP
— THAT'S IT!

© 2019 Alain Casault (v1) CSPE




CAPsMAN

CAPsMAN (Configuration)

Datapath | Security

CAP Interface  Provisioning Corfigurations | Channels Datapaths Securty Cfg.  Access List  Rates Remote CAP | Radio  Registration Table
(= AT
Mame 551D Country Install... |Channel Frequency |Secondary Freque...|Band Tx Power |Rate Datapath Bridge WVLAMN Ma_..|WVLAN ID | Security
Ps Configuration <Maisonfam-1.cfgs
ireless  Channel Rates
Datapath: |
MTL:
.. =====Remote HOME (Family)===== L2 MTU:
Maison{am-1.cfg DSWLANF united states3 channel-1 Rates-CSPE se tag 102 OSPE-Home i
Maison{am-6 cfg DSWLANF united states3 channel-6 Rates-CSPE use tag 102 -Home ARP:
Maison{am-11.cfg DSWLANF united states3 channel-11 Rates-CSPE use tag 102 CSPR\Home
Maison{am-36.cfg DSWLANr united states3 channel-36 Rates-CSPE use tag 102 CSPE-Nome Bridge:
Maisonfam-40 cfg DSWLANr united states3 channel-40 Rates-CSPE use tag 102 CSPE-Hyme )
Maisonfam-44 cfg DSWLANr united states3 channel-44 Rates-CSPE use tag 102 C5PE-Hdme Huia=Eaa
Maisonfam-143.cfg DSWLANr united states3 channel-143 Rates-LSFE use tag 102 CSPE-Hojne Bridge Horizon:
..» =====Remaote HOME (guest}=====
Maison-guest-1.cfg guestr united states3 channel-1 Rates-CSPE use tag 107 CSPE-Gust PcellEoxenthurts
Maizon-guest-6.cfg guestr united states3 channel-6 Rates-CSPE use tag 107 CSPE-Guest '
Maison-guest-11.cfg questr united statesd channel-11 Rates-CSPE use tag 107 CSPE-Gjlest Client To Client Forwarding:
Maizon-guest-36.cfg guestr united statesd channel-36 Rates-CSPE use tag 107 CSPE-Juest
Maison-guest-40.cfg guestr united states3 channel-40 Rates-CSPE use tag 107 CSPEfGuest WVLAN Mode:
Maison-guest-44.cfg guestr united states3 channel-44 Rates-CSPE use tag 107 CSEE-Guest ]
Maizon-guest-149.cfg guestr united states3 channel-1459 Rates-CSPE se tag 107 CAPE-Guest VLAND:

26 items (1 selected)
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Interface List:



Layer 3, Local forwarding (remote CAP)
.
* Configuration steps — CAP
— Enable it
— Specify the wireless interfaces that will be CAPs
— Specify CAPsMAN IP address instead of discovery interface
— Specify the bridge into which CAP interfaces will be assigned
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CAP (Local forwarding)

L alain@EC:3B:6B:B6: AB:AD (CAP3) via 10.10.1.2 - WinBox v6.44.3 on hAP ac lite (mipshe)

Session  Settings Dashboard
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LR ] Safe Mode Session: | 6C:3B:6B:86:AB-A9 CPU 1% Date{Jul/02/2019 Time:19:06:01
A Quick Set IE”E
i CAPsMAN Address List =B
@ Intefaces — - + i
Interfaces: |[wlanl ¥ v e
T Wireless N Address Metwark Inteface -
wlan2 ¥ | ¥ . D 9710.0.0.253/24 10.0.0.0 etherl
; Appt
o Bridge S = = 5 192.168.0.1/24 192.168.0.0 BR-VLAN10D
=% PPP erificate: |none * 59 192.168.1.1/24 192.168.1.0 BR-VLANTON
e Discovery Interfaces: £ 192.168.2.1/24 19216820  BR-VLAN102
== Swich v e oqr192.168.3.1/24 192.168.3.0 BR-VLAN103
°2 Mesh Lock To CAPsMAN 57192.168.4.1/24 192.168.4.0 BR-VLAN104
255 |P o7 192.168.5.1/24 152.168.5.0 BR-VLAN105
= CAPsMAN Addresses: | 192 168 2551 = o 192.168.6.1/24 192.168.6.0 BR-VLAN106
MFLS o 192.168.7.1/24 152.168.7.0 BR-VLAN1OY
% Routing CAPsMAN Names: > D =7192.168.255.255 192.168.2551  [2tp-outl
System CAPsMAN Certificate Common Namgs: - 10 tems -
&8 Cueues : |BR-TRUNK =E
[l Files fi g Bridge Ports |VIAMs MSTls Pot MST Ovemides Fiters MAT Hosts MDB
Lo
e Requested Certfficate: + i
L RADIUS - - —
— Locked CAPsMAN Common Name: # Interface Bridge Horizon | Trusted | Priorit... |Path Cost  |Role Root Pat... |
% Tools 0 4tvlan100 BR-WLAN10D no 20 10 designated port
! A 1 +tvlan101 BR-VLAMNT01 no 80 10 designated port
| New Teminal 2 tvian102  BR-VLAN102 no 30 10 designated port
=4 MetaROUTER 3 4tvlan103 BR-VLAN103 no 80 10 designated port
P2 parii 4 tvlan104 BR-VLAMNT04 no 80 10 designated port
— 5 4tvlan105  BRVLAN10S no 30 10 designated por
|, Make Supourt rif 3 4tlan106 BR-VLAN105 nao a0 10 designated port
8 Manual 7 o7 no 20 10 designated port
= = — 4twlan1 no 80 10 designated port
B & New WinBox tdwlan1l BR-TRUNK no 80 10 designated port
J @ Exit 4twlan2 BR-TRUNK no 20 10 designated port
) +twlan12 BR-TRUMNK no 80 10 designated port



Layer 3, Local forwarding (remote CAP)

Mame Tunme frtiial MTIE [ Tw
Speedtest - Gl P
. G | | Dial Out Status Traffic
p Overall Stats  Rx Stats  Tx Stats | Status  [raffic | oK Enere = us
Tw/Bx Rate: |24 kb /1744 b,
Tu/Rx Rate: |66.8 Mbps /2.9 Mbps | — § = = =
° Tx/Rx Packet Rate: |2 p/: f2pf
CA P | nte rfa Ces Tx/Rx Packet Rate: [5523p/s /[3910p/ss | P rm e e 1=PE B/E
FP T/Rx Rate: Db /|0b Disable
FP Tx/Fx Rate: |38.3 Mbps /|989 4 kbps | Disable * & [2ops RS
FP Tx/Rx Packet Rate: |0 p./ £ 0ps C it
FP Tx/Rx Packet Rate: (3 177p/s /[1729p/s | Comment e rae c EP3 B3
C
. _ Torch Tu/Rx Bytes: |174.6 KiB /{1513 KB
Tu/Rx Bytes: |305.8 MiB £1158.0 MiB are
Tx/Rx Packets: |1834 £1HN
Tu/Fx Packets: | 288 797 #1361 745 | Cable Test
: To/Fx Drops: |244 /|0 ore
Tos/Rx Drops: |0 A0 | Blink
T/Rx Emors: |0 /|0
T/Rx Erors: [0 /[0 | Reset MAC Address § &
| Reset Counters
BT 24kbps
BT 6.8 Mbps WA« 1744 bps ' . ' ' |
BRx 29 Mbps [ || | ||| | | =il PO N Y AT A Y T Y
Tx Packet: 2 p.:
Il T Packet: 5523p/s =H: PaaZket' 2';;: | | | | |
Bl Rx Packet: 3510p/s || } ]”L | h ]” J ] ”] e | T T
bled i Status: cted
enabled FURRing link: ok Enanie = LS. connece
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Conclusion

CAPsMAN offers all the options to address most if
not all of our needs
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Remember me for your training needs

OK, maybe not for him.
But for you, our classes will help you
get the max out of your MikroTik
routers!

Training given by Mr. Alain Casault, Eng.
MTCNA, MTCRE, MTCWE

MikroTik certified trainer

http://alaincasault.com
casault.alain@educationhmo.com
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Thank youl!

Questions, eh?
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END OF THE “CAPSMAN” PRESENTATION
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